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A system architecture against ARP spoofing
based on packet filtering

CHEN Chen, HAN Xian-zhong, WANG Ke-jian

(College of Information Science and Technology, A gricultural University of Hebel, Baoding 071001, China)

Abstract: This paper analyses the basic theory of ARP spoofing and some common attacking meth-
ods of ARP spoofing. The paper also discusses three preventive methods against ARP spoofing and
their limitations. According to the analyses, an approach to designing a client-server model sof tw are
is put forward in order to resist ARP spoofing. The system is based on the relative that every host in
LAN has a unique IP address to its MAC address. The client detects header of all A RP packets that
host receives and abandons the ARP packets of inconsistent—header. The server examines the au-
thenticity of IP address and M AC address of source host in ARP packets from the client, then makes
the client filter out the unsafe packets. Through this process, the system can effectively prevent lo-
cal computer from A RP spoofing, and improve network security. The system is applicable to small
and medium— sized local area networks, which need higher security requirements.
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Table 2 Test result table

Attacking computer Object computer
ARP P P ARP
MAC MAC MAC MAC
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